rormm siane covsss - Tipg for Creating Secure Blueleans Sessions

“ N IC These tips are for anyone wanting to create secure sessions using BlueJeans

The dramatic growth in the use of the Internet and online tools for holding meetings and classes has increased the
need to ensure that our connections with students and colleagues are secure. There are a couple of ways you can
do this when using BlueJeans.

There are two ways of making your sessions secure:
1. Add a passcode when scheduling the session;
2. Locking the session once it is in progress.

1. Adding a passcode ch' BlueJeans

Log in to your account at: Log in Attend & meeting
https://bcnet.bluejeans.com/

Username or Email Address Meeting 1D

yourname@nic.be.ca| Enter Meeting ID

Password Name

.......... Enter Name

Forgot your password?
ENTER MEETING

YOU WI“ see the main BCMI- HUB MEETINGS RECORDINGS VIDEOS 2] @ v
screen for Blueleans

through the BCNET Good afternoon, CTLI. You don't have any scheduled meetings today.

portal.

SCHEDULE MEETING

Click on Schedule Meeting button. ( START MY MEETING )

COPY URL ‘ MORE INFO

< JOIN A MEETING

The following box will pop up.

m TEST VIDEQ SETU Schedule a new meeting

Add meeting description

Schedule your meeting as usual, clicking the calendar to choose .
the date and the time. [@rmozon | [z | [@rmzon | [Gem |

Click on Advanced Options to bring up the option to add a INV1E PAITICIDAMTS  Senarase sach small 180 2 comma. Linisd o 758 150 pariioaris

passcode.
- Acvanced Options
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https://bcnet.bluejeans.com/

Check (v') the Add participant passcode box, then schedule
the meeting as normal, by clicking on the blue Schedule

Meeting butt Add participant passcode
eeting button.

The URL generated for a meeting with Add participant passcode enabled, will include an extra 4 digits at the
end of the URL. You can either:

« Send this complete URL to participants, - -
along with the meeting ID and passcode; Join Information
« Send the URL minus the last 4 digits to
participants in one email along with the Meeting URL
meeting ID, and then the passcode in a https://bluejeans.com/700903214/2936 (O

separate email, indicating that participants

. Meeting ID Moderator Passcode
will have to add the passcode when 700 903 214 106106
requested, in order to be able to join the
meeting (e.g., in the case below, the URL Participant Passcode

2936

minus the last 4 digits would be
http://bluejeans.com/700903214 and the
separate passcode would be 2936).

Sorry, no meetings out here!

This might have happened because

If someone tries to join the meeting without the
passcode, they will get the following message:

® The meeting is already over

® The meeting was cancelled

® The meeting does not exist

® You are not authorized to attend it

HELP CENTER

2. Locking the session < ~ s
PEOPLE CHAT APPS SETTINGS

PFEAKER

When you are in the session move your cursor to the top right of your
screen and click on Settings, so it is highlighted in blue. () Speakers Realtek(R) Audio) v

Fit video to view
Check (v') the Lock current meeting box. As soon as you do this, no one

. . Always show video and layout controls
new will be able to enter the meeting.

IMODERATOR CONTROLS

Mute audio on entry

Mute video on entry

Disable entry and exit notifications

Lock current meeting
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If someone does try to enter, they will get the following error The meeting is locked. You cannot join this
message: meeting until the moderator unlocks the

meeting.

GOTIT!

As a moderator, once you are in a session, you can also ‘lock’ the
meeting by clicking on the padlock icon, visible in the top left of your
screen under the BCNET symbol. The padlock will change colour from
black to red.

To unlock the meeting, click on the red padlock and the meeting will
then become unlocked.

@ Start Rec & Highlights

For added security, the Meeting ID no longer shows up at the top of
the screen when you are in a session; instead, the name of the
meeting / class will appear.

Test 1

QRAO =

Additional Information
« Do not share meeting URLs, meeting IDs or passcodes on social media;

o Ensure you also tell students / colleagues not to share meeting URLs / IDs / passcodes with anyone who
should not be attending the session;

« Only give ‘moderator’ access to select individuals (not an entire class of students);
« Where possible, send meeting information using NIC email addresses or through Blackboard Learn;
« Encourage students to use their NIC email account and explain how important that is for security;

« Remember that if you lock a meeting / class once it is in session, anyone who loses connection cannot get
back into the meeting / class, unless you unlock the meeting.
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